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///. Detailed Action 

1. Claims 1-39 are presented for examination. 
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Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1-4, 7-10, 13-17, 20-24, 27-30, 33-36 and 39 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Wasserman et al (U.S. Patent 6,304,969 and Wasserman hereinafter) 
in view of Kaffine et al. (U.S. Patent 6,654,914 and Kaffme hereinafter) in fiirther view of Lim et 
al. (U.S. Patent 5,884,024 and Lim hereinafter). 

In regards to claim 1,14 and 27, Wasserman teaches a system for preventing 
unauthorized servers from responding to client configuration requests (i.e. a system and method 
for verifying the authorization of a server to provide network resources to a client. The system 
can be configured to prevent software operating on the client from enabling the fiinctions of the 
client without proper server authorization.) (col. 2, lines 34-47), said system comprising means 
for: 

detecting at least one unauthorized server within said network (col. 3, lines 21-35). 
Wasserman does not teach the steps of: 

simulating a plurality of network clients within a server checker client; and 
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delivering configuration requests from said server checker client to said at least one 
unauthorized server such that said at least one unauthorized server is unable to respond to 
configuration requests from actual network cHents. 

Kaffine discloses a system for isolating faults in a network (col. 1, lines 5-7). 

Kaffine teaches the step of simulating a plurality of network cUents (i.e. users) within a 
server checker client (i.e. it teaches that the user and/or the network can be simulated to each 
other) (col. 4, lines 16-17). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman with the teachings of Kaffine to 
include the step of simulating a plurality of network client (i.e. users) within a server checker 
client with the motivation to improve the network uptime, reliability, performance and 
response/repair time (Kaffine, col. 4, lines 29-31). 

Lim discloses a method and apparatus for reducing the probability of IP address misuse 
among the clients of a DHCP server (col. 1, lines 48-51). 

Lim teaches that an authorized/unauthorized DHCP server can be made unable to respond 
to requests from network clients by repeatedly obtaining IP leases from the DHCP server (col. 2, 
lines 28-34). In other words, Lim teaches the step of delivering configuration requests from a 
server checker client to an unauthorized server such that the unauthorized server is unable to 
respond to configuration requests from actual network clients. 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman and Kaffine with the teachings of Lim 
to include the step of delivering configuration requests from a server checker client to an 



Application/Control Number: 09/696,5 1 8 Page 4 

Art Unit: 2131 

unauthorized server such that the unauthorized server is unable to respond to configuration 
requests from actual netv^ork clients with the motivation to degrade the performance of the 
unauthorized server (Lim, col. 2, lines 32-34). 

In regards to claim 2, 15 and 28, Lim teaches reserving multiple IP addresses (i.e. 
exhausting the supply of IP addresses) (col. 2, lines 29-30) in each of said at least one 
unauthorized dynamic host configuration server. 

In regards to claims 3, 16 and 29, Lim teaches that reserving multiple EP addresses in 
each of said at least one unauthorized dynamic host configuration server further comprises 
delivering a plurality of different IP address requests (i.e. IP leases) (col. 2, line 30)to each of 
said at least one unauthorized dynamic host configuration server. 

In regards to claims 4, 17 and 30, Lim teaches the system of claims 3, 16 and 29, ftirther 
comprising flooding (i.e. "IP address hogging") (col. 2, line 28) each of said at least one 
unauthorized dynamic host configuration server with a plurality of IP address renewal requests 
(i.e. IP leases) (col. 2, lines 28-34). 

In regards to claims 7, 20 and 33, Lim teaches wherein each IP address renewal request 
includes an unknown client IP address (col. 8, lines 16-19). 
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In regards to claims 8, 21 and 34, the combination of Wasserman, Kaffme and Lim 
teaches wherein detecting an unauthorized server comprises: 

delivering a request (i.e. client message) from the client(s) by: 

broadcasting a request to servers over said network (i.e. transmitting client message to 
server) (figure 8, step 150); and 

receiving one or more responses from one or more of said servers (figure 10, step 168). 

Wasserman does not teach: 

identifying a specific server that originated each of said responses; and 

determining for each identified server whether or not said identified server is authorized 
by referring to a table, wherein said table includes a list of authorized servers. 

However, Wasserman teaches identifying a specific client that originated a message and 
determining for each identified client whether or not said identified client is authorized by 
referring to a table (i.e. client authorization database), wherein said table includes a Hst of 
authorized clients (i.e. registered clients) (col. 10, lines 41-62). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman and Kaffine and Lim with the 
teachings of Wasserman to include identifying a specific server that originated a response; and 
determining for each identified server whether or not said identified server is authorized by 
referring to a table, wherein said table includes a list of authorized servers with the motivation to 
verify the validity of the server messages (Wasserman, col. 10, lines 59-62). 
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In regards to claims 9, 22 and 35, the combination of Wasserman, Kaffme and Lim does 
not teach wherein identifying a specific server that originated a response further comprises 
retrieving from each response an IP address of the server that originated the response. 

However, Wasserman teaches that identifying a specific client that originated a response 
comprises retrieving from each response an identifier of the client that originated the response 
(col. 10, lines 55-62). This client identifier is analogous to a client IP address. 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman and Kaffine and Lim with the 
teachings of Wasserman to include wherein identifying a specific server that originated a 
response further comprises retrieving from each response an IP address of the server that 
originated the response with the motivation to verify the validity of the server messages 
(Wasserman, col. 10, lines 59-62). 

In regards to claims 10, 21 and 36, the combination of Wasserman, Kaffine and Lim does 
not teach wherein said table includes an IP address for each authorized dynamic host 
configuration server. 

However, Wasserman teaches wherein said table (i.e. client authorization database) 
includes a client identifier for each authorized chent. This client identifier is analogous to a 
client IP address. 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman and Kaffine and Lim with the 
teachings of Wasserman to include wherein said table includes an IP address for each authorized 
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dynamic host configuration server with the motivation to verify the validity of the server 
messages (Wasserman, col. 10, lines 59-62). 

In regards to claims 13, 26 and 39, Wasserman teaches wherein detecting at least one 
unauthorized server is performed at predefined time intervals (i.e. when a security counter, or 
timer, exceeds the value of an expiration count) (col. 2, lines 48-50). 

3. Claims 5-6, 18-19 and 31-32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasserman in view of Kaffme in view of Lim as applied to claims 4, 17 and 30 as 
discussed above, in further view of Chen et al. (U.S. Patent 5,812,780 and Chen hereinafter). 

In regards to claims 5, 18 and 31, the combination of Wasserman, Kaffme and Lim 
teaches the system of claims 4, 17 and 30 as discussed above. 

The combination of Wasserman, Kaffine and Lim does not teach wherein the step of 
flooding each of said at least one unauthorized dynamic host configuration server with a plurality 
of IP address renewal requests comprises the steps of: 

simulating a plurality of clients requesting renewal of their IP address; and 

delivering a plurality of different IP address renewal requests firom said simulated 
plurality of clients to each of said at least one unauthorized dynamic host configuration server. 

Chen discloses an invention relating to computer simulation systems and software testing 
models (col. 1, lines 8-9). 
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Chen teaches flooding a server with a plurahty of requests by simulating a pluraUty of 
clients and deUvering a plurahty of requests from said simulated plurality of clients to said server 
(col. 15, lines 19-34). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman, Kaffme and Lim with the teachings 
of Chen to include that the step of flooding each of said at least one unauthorized dynamic host 
configuration server with a plurahty of IP address renewal requests comprises the steps of 
simulating a plurality of clients requesting renewal of their IP address; and delivering a plurality 
of different IP address renewal requests from said simulated plurality of clients to each of said at 
least one unauthorized dynamic host configuration servers with the motivation to provide 
realistic load conditions on a server (Chen, col. 1, lines 13-15). 

In regards to claims 6, 19 and 32, Lim teaches including within each IP address request 
an unknown (i.e. nonexistent or otherwise invalid) (col. 8, lines 18-19) client medium access 
control (MAC) address (col. 6, lines 38-44); and an IP address (i.e. trusted identifier) (col. 6, 
lines 2-1 1) of the server checker client. 

4. Claims 1 1-12, 24-25 and 37-38 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasserman in view of Kaffine in view of Lim et al as applied to claims 8, 21 and 34 above, 
in fiirther view of Mouko et al. (U.S. Patent 6,678,732 and Mouko hereinafter). 

In regards to claims 11, 24 and 37, the combination of Wasserman, Kaffine and Lim 
teaches the system of claims 8, 21 and 34 as discussed above. 
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The combination of Wasserman, Kaffine and Lim does not teach that each response 
comprises a proposed IP address, and that determining for each identified server whether or not 
the identified server is authorized by referring to a table, further comprises releasing a proposed 
EP address to each server. 

Mouko discloses a system that dynamically allocates IP addresses to client devices (col. 
1, lines 10-11). 

Mouko teaches that each response from a server comprises a proposed IP address (col. 2, 
lines 46-51). Mouko also teaches releasing a proposed IP address to each server after utilizing 
the information contained in the message (i.e. determining for each identified server whether or 
not the identified server is authorized) (col. 7, lines 25-27) 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman and Kaffine and Lim with the 
teachings of Mouko to include that each response comprises a proposed IP address, and that 
determining for each identified server whether or not the identified server is authorized by 
referring to a table, further comprises releasing a proposed IP address to each server with the 
motivation to dynamically allocate IP addresses (Mouko, col. 1, line 10). 

In regards to claims 12, 25 and 38, the combination of Wasserman, Kaffine and Lim 
teaches the system of claims 8, 21 and 34 as discussed above. 

The combination of Wasserman, Kaffine and Lim does not teach that releasing the IP 
address further comprises broadcasting a release message containing an IP address of an 
unknown server to each of the identified servers. 



Application/Control Number: 09/696,5 1 8 Page 1 0 

Art Unit: 2131 

Mouko teaches that a server A leases an IP address in response to a DHCPREQUEST 
message containing its server id (col. 4, lines 8-14). Conversely, if the DCHPREQUEST 
message sent by the client contains the server id of any other client (including an unknown 
server), server A releases the IP address. Therefore, Mouko teaches that releasing the IP address 
further can be accomplished by broadcasting a release message containing an IP address of an 
unknown server to each of the identified servers 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the system of Wasserman and Kaffme and Lim with the 
teachings of Mouko to include that releasing the IP address further comprises broadcasting a 
release message containing an IP address of an unknown server to each of the identified servers 
with the motivation to dynamically allocate IP addresses (Mouko, col. 1, line 10). 

Other Prior Art Made of Record 
5. A. Massarani (U.S. Patent No. 6,393,484) discloses a system and method for 
controlled access to shared-medium public and semi-public internet protocol (IP) networks; 

B. Sawyer et al. (U.S. Patent No. 6,466,986) discloses a method and apparatus for 
providing dynamic host configuration protocol (DHCP) tagging; and 

C. Beser (U.S. Patent No. 6,189,102) discloses a method for authentication of 
network devices in a data-over cable system. 
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Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 



Points of Contact 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Edel H. Quinones whose telephone number is 703-305-8745. 
The examiner can normally be reached on M-F (8:00AM-5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-305-3718. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-3900. 
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Patent Examiner SUPERVISORY PATENT EXAMINER 
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